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Introduction

This paper covers the technical and legislative requirements imposed on the architecture
and functionality of IT infrastructure within government organizations, and illustrates
how HP addresses these security issues with innovative security strategies and
Continuity of Operations. It describes the comprehensive approach to business security
offered by HP on the basis of their extensive technological expertise and the wide range
of security products they deliver to enterprise customers and in the public sector all over
the globe.
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E-Government Data Security Needs

Government-Specific Security Needs

Since a successful attack upon the infrastructure of government institutions can involve
matters of national security, a number of legislative acts have been put forward to
regulate the minimum acceptable level of data protection and to govern and simplify
data protection procedures. Unfortunately, the number of regulations, policies, and
security checklists recently put into effect are at times difficult to follow due to their
limited coherence and the generic nature of some documents. Overall, three primary
document sets govern data protection policies: Federal Information Processing
Standards (FIPS), Federal Agency Security Practices (FASP), and Federal Information
Security Management Act (FISMA), which is an extension of the Computer Security Act
of 1987. Additionally, FIPS refers to a large number of National Institute of Standard and
Technology (NIST) Special Publications that address the implementation aspects of FIPS
guidelines.

The vast number of the requirement details and the interrelatedness of the snowballing
security documentation aggravate the complexity of the problem by regulating every
aspect of data protection. Each of these aspects is covered in its own governing
document or set of documents.

In general, the Chief Security Officer of a government institution (or a person acting in
such capacity) is responsible for:

1. Perimeter security. This includes guidelines for implementation of firewalls, IDS
solutions, application layer firewalls, UTMs, XML, and special-purpose firewalls and
related audit, notification, and data mining procedures.

2. Network Security. This includes guidelines for Cisco and Juniper router checklists,
mobile and wireless security guides and addendums, Wireless LAN security
framework document, network infrastructure security checklists and architectural
guides, and a VoIP security guide.

3. Infrastructure security. This includes several DNS security guides, enterprise system
management guide, and a remote computing security guide.

4. OS security. This includes detailed guidelines for securing all Windows operating
systems, OS/390, UNIX Operating Systems, Macintosh OS-X, Tandem, UNISYS,
Linux, Virtual Machines, and Open VMS. This additionally includes hardware
certification for secure operating environments.
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5. Application security. This includes desktop application security guide, database
security guide, and Web server security guide. The Chief Security Offices is
responsible for implementing the applicable security policies and changing them on
the on-going basis to match the growth and the complexity of IT infrastructure.

6. Authorization and authentication security. This includes several biometric guides,
authorization processing documentation, encryption guidelines, password
management standards, and a personal identity verification guide.

7. Computing policies and procedures. This includes computing policy guidelines,
audit trails requirements, contingency and disaster recovery planning, anti-virus,
anti-spam and and-spyware procedures, hardware and software maintenance
procedures, change control management, documentation policies, incident response
policies, system development lifecycle guidelines, physical equipment protection,
risk management, review of security controls, security awareness, training and
education guidelines, and peripheral security guides.

General Data Security Needs

The security requirements for meeting U.S. Government needs are specific instances
within the best practices for information technology security applicable to business,
government, and other organizations. These requirements are constantly evolving for a
number of reasons, namely:

o Continual increase in the number of automated functions. Over time the number of
business processes conducted electronically dramatically increases; such processes
include data storage functions, database searches, inter-and intra-office
communication and approval flow, delegation of limited administrative and data
access functions to internal and external organizations, and inter and intra-
application communications.

e The increased number and kinds of transactions conducted via the Internet. More
and more transactions such as license applications, document searches, and on-line
payments are conducted electronically to free up human resources for addressing
problems requiring creative thought. Because of this, more electronic infrastructure
components must be directly or indirectly accessible to the Internet, thus making
organizations more vulnerable.

¢ The higher level of education within the hacker community. With the rising number
of transactions and monetary gains associated with hacking, the overall knowledge
and expertise of a typical hacker has increased. The average hacker goes well beyond
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“script- kiddy” 1 level. Additionally, with the drastic income difference between the
Western world and India, China, and Eastern Europe, it has become financially
feasible to employ a team of top-notch security experts for malicious purposes. A
large number of sophisticated tools, ranging from commercial security analyzers and
sophisticated packet generators to compiled exploits of particular vulnerabilities are
also available today. Multiple white hat and black hat hackers” web sites offer
detailed description of hacking methodology in general as well as procedures to
exploit particular vulnerabilities.

e Increased architectural complexity. The advent of n-tier application architectures and
advanced business logic expressed in programming languages and protocols such as
Java, .NET, XML, and SAML requires the expertise of both traditional data security
specialists and programming code security specialists to inspect and protect all the
exposed points of internal infrastructures. The advances in data protection
mechanisms and packages offer scant comfort: in the centuries-long competition
between the sword and the shield, the better sword is generally invented first. The
composite complexity of modern security systems, including stateful inspection
tirewalls, application layer firewalls, XML parsers, authentication and authorization
systems, UTMs (Unified Threat Management devices), and infrastructure event
profiling and aggregation is self-evident proof that data security lies in approach and
methodology rather than in state-of-the-art applications or pieces of electronics.

e Unforeseen political factors. Many governments recognize electronic invasion as a
part of day-to-day intelligence operations and as a component of warfare. As a
result, special government units responsible for electronic defense (and, if needed,
offense) have been created. The procedure is aggravated by the fact that a number of
enemies exist who, if unable to provide a first-hand electronic offense, can hire
adequate resources in Eastern Europe, India, and China. Additionally, many
international organizations and movements such as anti-globalists tend to deface
government sites as an expression of their protest against business and political
collusion.

o Budget constraints. The complexities of the current economic situation limit the IT
budgets of government organizations, forcing IT managers to cut corners in areas
beyond immediate functionality, such as enterprise management. This indirectly
affects the overall security of the enterprise. Also, ongoing discussions regarding the
limited impact that business computing has on the efficiency of businesses
encourage members of upper management to question additional investments in IT
infrastructures. This places constraints on the daily job of the typical system and

1 Script kiddy (sometimes spelled kiddie) is a derogative term, originated by the more
sophisticated crackers of computer security systems, for the more immature — but unfortunately
often just as dangerous — exploiter of security lapses on the Internet. (for more click)
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security administrator, which also may have a negative impact on the corporate
security.

e Lack of understanding about security and accepted security practices. Whereas
training and education in the specific areas of OS and application security is widely
available, formal education covering an overall security approach to business
computing is lacking. The situation is aggravated by the lack of understanding about
overall security policies by middle managers responsible for installation and
maintenance of operating environments, networks, and applications. Without an
overall security lifecycle process, security is often perceived as something handled
by the security department and only related to the perimeter defense. Thus, new
systems, applications, and networks are designed, ordered, and implemented
without security in mind, making it difficult for security engineers to proactively
institute and enforce security measures in these different components of the IT
environment. When security safeguards and controls are retrofitted and even “shoe-
horned” into those systems, they are met by resistance on the part of those
responsible for maintaining these systems, who often see them as an annoying
imposition and may even attempt to circumvent them. This, in its turn, negatively
affects the overall security of the organization.

HP IT Security Solutions for Government Page 5
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What HP Has to Offer in the Security Market

Introduction to Security Methodology

As described in the previous section, data protection is a methodology, which might
work better if implemented in coordination with an external consulting service with
years of expertise in data protection. When choosing such services, the vendor’s overall
approach to security and the amount and the thoroughness of the security procedures
and processes are more important than any particular technology offered.

HP Approach to Security

The approach to security that Hewlett-Packard brings to the table is impressive in
breadth and depth. The vendor offers a thorough security methodology with roots going
back several decades to security issues in the OS space with VMS and HP-UX. Also, with
an IT infrastructure addressing the needs of 150,000 employees and spanning over 170
countries, HP has extensive long-term expertise in securely managing distributed
networks. Understanding that addressing security is a process, rather than a collection
of measures, HP offers a thorough security approach starting with Trusted Platforms,
expanding it into secure operating systems, security at the network edge and secure
printing, access, identity, and federated identity management solutions for remote users
and external entities, and ending with comprehensive security consulting services,
offering a wide range of security products and services though partnerships with market
leaders in intrusion detection, vulnerability analysis, forensic services, and several other
areas.

This section will provide an overview of HP security initiatives, examining the
interaction of different components in providing a uniform security approach, rather
then concentrating on the particular security products themselves. We provide a more
in-depth review of the critically important aspects of IT security and HP’s offerings.

Trustworthy Infrastructure

In order to secure the modern enterprise, filled with network access points and devices,
HP advanced with the Trustworthy Infrastructure Solutions, which help enterprise
customers design and implement technologies to secure their end-to-end IT
infrastructure — including data centers, networks, office productivity tools, end-user
desktops, and wireless devices. The Trusted Platform concept, introduced by HP, allows
customers to define and enforce policies on the use of data and processes, specifically:
(a) to guarantee that the computing platform will behave as customers expect for their
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intended purpose; (b) to be able to use the same platform for personal and business
purposes with reliable separation of concerns and policy enforcement; and (c) to be able
to outsource the running/management of critical business processes while retaining the
assurance that the private data cannot be accessed mistakenly or maliciously.

Extending its research beyond the boundaries of the corporation, Hewlett-Packard was
one of the founders of Trusted Computing Platform Alliance as well as one of the
founders of the Trusted Computing Group (TCG). The TCG develops and promotes
open specifications, allowing certified systems to protect digital identities and secure
transactions by securely storing keys, digital certificates, passwords, and data in
hardware. Trusted computing is a concept for hardening the platform against software-
based attacks based on the expected behavior (trust) of the platform and transactions.
Trusted Computing defines "Levels of Trust" that address the five critical needs of
Internet Transaction Security — Authentication, Authorization, Privacy, Integrity, and
Non-Repudiation. The "Levels of Trust" architecture allows the increasing "levels" of
trust benefits and features to be built into the platform as the technology ingredients
evolve to handle more sophisticated tasks.

HP chairs TCG’s technical architecture group. Participation in TCG allows HP to
develop open standards in device security, which will lead to a uniform approach to it
among participating vendors and will increase device interoperability and new security
partnerships. One of the major products of the TCG is a set of documents governing the
design principles and architecture of the Trusted Platform Module (TPM), a chip already
available in commercial PCs and soon to appear in other devices such as printers, PDAs,
cell phones, and more. The TPM'’s primary function is to attest that the hardware in
which it is embedded, and the software that the hardware runs, can be trusted. To
accomplish this, the TPM securely stores user data, generates encryption keys, encrypts
data, and creates identity aliases for various use. The use of TPM-based computing
platforms offers a greater degree of protection and supports regulatory compliance for
Sarbanes-Oxley, HIPAA, and other federal requirements. The soon-to-appear Microsoft
Vista operating system is expected to take full advantage of TPMs.

OS Security

HP pays strict attention to security in operating environments and to certifying
hardware for secure OSes. Several major operating systems are hardened, tested, and
certified in HP labs. A more thorough discussion of HP OS Security initiatives appears
in the next section.

Linux — Hewlett-Packard partners with major Linux vendors such as Red Hat and

Novell/Suse to deliver reliable distributions fully supported by hardware offerings.
Novell and Red Hat Linux are fully supported on the HP ProLiant server line and the
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HP Blade System — Hewlett-Packard offers express installation, one-call support for
hardware and Linux OS, and a number of educational, training, and developer
resources. Additionally, a large number of HP applications and hardware storage
solutions are fully compatible with Linux. HP Linux Services feature over 5,000+ Linux
Services support professionals worldwide working with customers to align Linux-based
IT infrastructure with business objectives.

Windows — Hewlett-Packard supports Microsoft Windows operating systems on
ProLiant servers, Integrity servers, and Business Desktop PCs. HP is the world’s largest
and most experienced Microsoft-trained workforce. Microsoft has endorsed HP as a
Worldwide Prime Integrator for Windows Server 2003, Windows XP, Exchange 2003,
BizTalk 2004, and .NET technologies.

The HP Enterprise Solutions Center for Windows (ESC) provides technical solution
briefings and proof-of-concept lab engagements to customers and partners interested in
implementing enterprise Windows-based solutions. The HP Global Microsoft Alliance
sponsors a number of joint Microsoft Centers/Labs where customers can engage in
Microsoft facilities with HP resources and support. These engagements range from
benchmarking/scalability/ hardware proof-of-concept testing to solutions proof-of-
concept/design deployments to application development/integration assistance.

Additionally, HP adds value to Microsoft offerings with a number of security
enhancements, which are delivered in the form of add-on products and customization
services.

HP-UX 11i - HP-UX 11i is HP’s highly secure commercial UNIX operating system
designed for Internet-based technologies and e-security.

OpenVMS - OpenVMS is a widely used in the environments that require high tolerance
and distribution of risk, such as satellite management, power grids, and military
applications.

HP NetTop — Based upon the National Security Agency’s HP NetTop research project,
this is a suite of services that applies defense and intelligence agency security principles
onto other high-assurance computing environments in business and government.

Adaptive Enterprise
HP Adaptive Enterprise allows customers to balance a set of conflicting objectives:
maximize return on IT investment, mitigate risk to the business, improve systems and

business performance, and increase the agility of the customer’s IT infrastructure. The
Adaptive Enterprise Architecture provides a framework that shows how all the systems
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and processes operate and interact. It suggests how work can be coordinated and how
information-based services are best delivered. There are two primary dimensions to this
architectural framework. The IT governance/management/operations dimension
includes service delivery systems, service delivery management systems, and IT
business management. The second dimension covers informational system capabilities,
including business services, information services application services, and infrastructure
services.

The Adaptive Enterprise business process model defines the flow of work and the
associated key performance measures. The model is refined into a series of more
detailed levels, and is ultimately transformed into an executable model that shows how
people and automated systems combine to perform work. The model is aimed at
simplification of complex IT environments, standardization of enterprise architectures,
resource sharing through modularity, and dynamically linking business processes by
integration of applications and infrastructure components.

The Adaptive Enterprise executable model is used to define how the component
business services are combined to deliver high-level business services to customers and
other users of the company’s information systems. The performance measures are used
to establish policies to automate management of the services. When an enterprise invests
in modeling its business processes and using model-based automation, it puts itself in a
position to make changes quickly and easily.

HP Adaptive Enterprise allows customers to quickly respond to shifts in the
marketplace by achieving a tight coupling between business and IT infrastructure.

Identity Management Solutions

HP OpenView Identity Management solutions enable the Adaptive Enterprise with a
proven solution for identity lifecycle management. With a service-oriented approach
and the ability to provision anything from IT resources to facility access, HP OpenView
Identity Management Solutions are used in some of the most demanding environments:
from financial services organizations with millions of users to the largest Wall Street
transaction clearinghouse in the United States. HP Identity Management Solution suite
consists of HP OpenView Select Access, HP OpenView Select Identity, and HP
OpenView Select Federation products. A more thorough discussion of the HP
OpenView Identity Management solution appears in a later section of this report
entitled Identity Management Solutions.

HP IT Security Solutions for Government Page 9
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Network Edge Security

With new functionality built into ProCurve switch lines, HP offers advanced security
control over the network edge combined with efficient core management policies, where
core security is defined only when and where it is needed. HP switches can fight viruses
with connection-rate filtering. This method is more efficient than the traditional
signature-based reactive approaches that concentrate on the physical characteristics of a
virus. Instead, it is based on limiting the rate of new connections, such that normal
traffic remains unaffected. This creates large backlogs of connection requests that can be
easily detected. The approach serves three purposes: it catches zero-day viruses in real
time by focusing on their network behavior, it restricts the code from leaving the
infected systems, and it demonstrates tolerance to false positives due to the flexibility of
the restriction methods.

HP ProCurve Networking Adaptive EDGE Architecture lets administrators push access
control to the LAN edge by enforcing the pre-set rules for end users governed by the
central IT command structure. This architecture requires the user to authenticate to the
directory services obtaining limited network access with dynamically applied rules
based on user group membership, initial access point, time of the day, and a large
number of other configurable parameters. The system also offers a clear audit trail and
real-time monitoring of user activity applied uniformly throughout the enterprise for
both wired and wireless connections.

Secure Printing

HP secure printing solutions are designed to protect confidential business content from
unauthorized access. Through business relationships with partners like Capella
Technologies, TROY Systems, Ringdale, and others, HP can extend its core technologies
to deliver a wide array of integrated hardware and software solutions targeting
departments and individual users that create, distribute, and deliver confidential
business or employee information. HP secure printing partners offer solutions that track
and secure document output, extend secure printing to legacy systems, deliver
protection against check fraud, and route print jobs across the enterprise using
proximity and other controlled-access cards. When it comes to secure printing, HP offers
the capability to track the creation, printing, and delivery of the document throughout
its entire lifecycle.

Patch Management

HP helps reduces the risk of a security attack by keeping IT environments up-to-date
with the latest security patches. HP OpenView Patch Manager using Radia eliminates
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known software vulnerabilities quickly and reliably by automating the patch
management process — including acquisition, impact analysis, pilot testing, discovery,
assessment, deployment, maintenance, and compliance assurance. HP OpenView Patch
Manager identifies affected applications, devices, and users and determines
configuration impact before patches are deployed. The software allows IT
administrators to select target pilot groups based on usage or critical need. Patch
Manager automatically collects new patches directly from vendor sources and optimizes
patch deployment with features such as differencing, bandwidth optimization, multicast
capabilities, checkpoint-restart, and enterprise multi-tiered infrastructure to ensure
enterprise-wide patch management from a central point across an enterprise of any size.

Incident Management

By integrating with industry's leading security device and solution providers, HP can
help enterprises with vulnerability assessment, patch management, pre-emptive
notification, security incident detection, and incident management. Key partners include
Aelita, BindView, St. Bernard Software, and Symantec.

Detection of a security incident can come from multiple sources, including network
intrusion detection solutions (NIDS) and system log file monitoring and analysis. Pre-
emptive notifications of potential security incidents — including unusual usage patterns
and unapproved configuration changes — and early warning services can help mitigate
incidents early in their lifecycle. HP OpenView Internet Usage Manager (IUM) can
monitor, correlate, and detect unusual usage patterns. HP and OpenView partners
provide a variety of detection and security event correlation capabilities, alerting IT and
security staff to incidents early in their attack cycle. Partners include Checkpoint, Cisco,
ISS, Tripwire, Symantec, ArcSight, e-Security, and Open Service.

If an incident occurs, a number of systems and processes must come into play. This
includes the help desk for handling user inquiries, configuration and change
management procedures, and overall incident management processes. HP OpenView
Service Desk provides the industry's best solution for overall IT Service Management.
Service Desk's integrated modules facilitate comprehensive, process-driven incident
management that also supports industry-defined best practices.

Configuration Management

HP OpenView Configuration Management solutions automate the management of
software such as operating systems, applications, patches, content, and configuration
settings to ensure that each computing device is maintained in the right configuration.
HP's adaptive, policy-based model for software Configuration Management automates
the entire software lifecycle management process — from discovery, deployment, and
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ongoing management through to migration and retirement. By substituting automation
for manual intervention, HP helps its customers lower costs, significantly reduce
software-related problems, and ensure that the software supporting their business
operations is reliable and secure.

Security Services

HP takes a holistic approach to security that includes people, processes, and technology
in ensuring the effectiveness of the security solution. HP services assist customers in
defining security strategy specifically tailored to a customer’s environment and business
processes, and include multiple layers of security technology. HP’s security staff
includes Certified Information Systems Security Professionals (CISSPs) and individuals
certified in networking and systems administration, who bring to the table extensive
experience in multi-vendor platforms, including HP-UX, AIX, Solaris, Windows, and
Linux. As a member of the Information Technology Information Sharing and Analysis
Center (IT-ISAC), HP ensures that its security services team stays abreast of the latest
information on cyber security issues and utilizes best practices such as BS 7799/ISO
17799 in the security solution architected for clients.

Continuity of Operations

Although not directly related to security, continuity of operations is nevertheless a
security concern, since both the functionality and the vulnerability of the system
increases with partial or complete component failure. Additionally, on top of partial loss
of the primary functionality, in non-resilient systems administrators cannot properly
monitor and exercise control over the security-related system operations. HP offers a
technological solution that helps reduce operational risk and enhance IT performance.
This solution comprises the following modules: Business Continuity Services, Disaster
Tolerant Services (which are rated number one among UNIX vendors in Gartner Group
studies2), High-Availability Management Solutions, and Data Protection and Recovery
Services.

Security Partnerships

In cases where the complete end-to-end solution cannot be accomplished with HP
technology alone, HP partners with industry-leading ISVs to deliver a vendor-agnostic
and OS-neutral complete security solutions tailored to address specific needs of the
particular customer. In order to offer a comprehensive security solution, HP partners
with the leading vendors of following technologies and applications: firewalls, intrusion

2 http://h71028. www?7.hp.com/enterprise/cache/197861-0-0-225-121.html
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detection, Virtual Private Networks (VPNs), anti-virus, authentication and
authorization, access control, single sign-on, public key infrastructure (PKI), encryption,
patch management, and many more. These technologies, combined with HP's own
security products and capabilities help protect and secure wireless mobile devices,
PDAs, laptops, workstations, low- to mid-range servers, and large back-end mission-
critical servers. Together with Red Hat, HP is working on the more secure version of
Linux (Red Hat Enterprise Linux 5), which will feature mandatory access control,
protection against buffer overflows, and an improved auditing infrastructure.

Research and Innovation

An unprecedented USD $4 billion spent annually on research and development allows
HP to stay ahead of the competition by inventing new technologies that improve the
handling of the complex business scenarios characterizing a diverse customer portfolio.
As a result of this effort, HP produces over 11 patents a day worldwide in technologies
ranging from hardware security to network and application access control. Additionally,
HP’s unique position of a networking, hardware, and software vendor allows it to not
only incorporate its own products in providing multi-layer security solutions, but to
control product development with integrated security uppermost in mind.

One of the more recent examples of HP Labs innovation is Virus Throttle technology.3
The Virus Throttle technology actively monitors machine communications and, when it
detects a system attempting to make rapid connections to many machines, automatically
limits the number of connections the potentially infected system can make and notifies
an administrator of a possible problem. The administrator can investigate the system
and even bring it offline until the virus can be identified and remedied. Virus Throttle
technology is available on server and network products from HP, arming both system
and network administrators with the tools to fight malicious code and offering a level of
redundancy in spyware handling.

3 http://www.eweek.com/article2/0,1895,1764206,00.asp
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OS Security in Depth

This section discusses the OS Security initiatives that HP leads or is a major participant
in. These security solutions are built in the OSes designed and developed by Hewlett-
Packard and offer an additional level of security on top of non-HP operating
environments. Additionally, OS security momentum includes HP participation in the
independent certification of its computing hardware for the secure operating systems.

Linux

HP partners with major Linux vendors (Red Hat, Novell/SUSE) to deliver reliable Linux
distributions fully supported by hardware offerings. HP hardware is certified for all
versions of Red Hat Enterprise Linux in accordance to Red Hat certification process.
Additionally, in September of 2004 HP received an official Common Criteria
Certification for a Controlled Access Protector Protocol (CAPP) at an Evaluation
Assurance Level (EAL) of 3+. Certification spans HP Linux systems running Red Hat
Enterprise Linux 3 and Novell SUSE LINUX Enterprise Server 8. HP systems include
ProLiant, Integrity, and Carrier Grade workstations and desktops. HP offers a number
of programs assisting resellers in effectively delivering secure Linux solutions
worldwide, indemnifying customers in the dubious SCO lawsuit, and creating a Linux
Reference Architecture (LRA) in a comprehensive response to concerns about potential
risks associated with open source and Linux implementations. LRA simplifies decision-
making, accelerates deployment of Linux solutions, reduces risk and cost, and validates
results with proof-of-concept testing.

Together with Red Hat, Hewlett-Packard has recently announced the multi-level
security trusted Linux platform initiative, Red Hat Enterprise Linux 5 (RHEL 5). RHEL 5
running on HP ProLiant and Integrity servers features Mandatory Access Control
architecture within a standard Linux kernel. RHEL 5 is being evaluated for Common
Criteria EAL4+ certification under the Labeled Security Protection Profile (LSPP). The
flexible security architecture of RHEL 5 can protect user files from targeted network
services and gives administrators control over how users can run applications. RHEL 5
will be available in late 2006.

Windows
HP offers a number of security enhancements to Microsoft products. Developed in
partnership with Microsoft, the HP ProtectTools software suite seamlessly adds to the

security functionality provided out-of-the-box by standard Microsoft applications. HP
Protect Tools Suite offers products like E-mail Release Manager for enforcement of
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encryption and audit messaging policies, Authentication Services (which mitigates
security risks with strong user authentication), Device Manager for controlling privilege-
based data transfer to and from external devices, Application Manager for locking down
servers, role-based access for providing secure terminal server access to diverse role-
based facilities from a single desktop, Windows Mobile for securing confidential data on
mobile devices, and Tenix Data Diode-Based Solutions to ease one-way data transfer
from lower-security to higher-security networks, while protecting data confidentiality.

HP-UX 11i

HP-UX 11i is a highly secure commercial UNIX operating system designed for Internet-
based technologies and e-security. HP-UX 11i offers an extensive suite of features and
functionalities to address security requirements in the areas of policy, authorization and
access control, identification and authentication, audit and alarms, and privacy and
integrity. HP-UX11i offers such advanced features as: Host Intrusion Detection System
(HIDS), the only IDS solution in the world offered by an OS vendor and featuring stack
buffer overflow protection; security patch check utility; Bastille, a security
hardening/lockdown tool; Install-time Security (ITS), which allows administrators to
lock down systems during installation; Role-Based Access Control (RBAC), a mechanism
to allow non-root users to perform administrative tasks (effectively splitting the power
of root into a manageable set of roles); MD5 Secure Checksum; and Standard Mode
Security Extensions. Additionally, HP offers a suite of security applications such as
Kerberos Server, IPFilter stateful firewall, AAA server, SSH server, Directory Server,
Generic Security Services Application Programming Interface (GSS API), and Pluggable
Authentication Modules (PAM) that gives system administrators the flexibility to choose
among multiple authentication services available on the system.

The HP-UX 11i v2 features security containment, a key OS security component that
delivers incremental application protection without the need to modify existing
applications. The HP-UX 11i v2 Virtual Server Environment (VSE) allows the
establishment of secure resource partitions that can isolate entire applications or
individual processes within partitions. Security containment uses multiple
compartments to isolate applications and data. The applications (processes, binaries,
data files, and communication channels used) have restricted access to those resources
outside their compartment. The security features of this architecture were appreciated
by the user community — in just over a month since its release, security containment is
already scheduled for installation at over 100 major IT centers and is undergoing
evaluation at over 50 others in more than 40 countries. Customers include the heavily-
fortified Swiss banking sector and other major banks, major government treasuries, and
segments of healthcare, genetics, defense, government, e-voting, telecommunications,
and power infrastructure markets worldwide.
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OpenVMS

OpenVMS is still widely used in the environments that require high tolerance and
distribution of risk, such as satellite management, power grids, and a number of military
applications. With over 1,000 applications ported to OpenVMS, the OS is a viable
platform for business computations. HP OpenVMS provides a full range of security
products and services from HP and its partners designed to protect a company's vital
assets. OpenVMS security feature include: Secure Delivery ADK (a public key and
digital signature technology that provides users with the ability to authenticate and
validate the files they download from OpenVMS and third-party OpenVMS vendors);
Authentication and Credentials Management Extensions (ACME) Agent EAK (which
provides authentication and persona-based credential services); encryption; SSH, SSL,
and Kerberos services; and Common Data Security Architecture (CDSA), which
provides a stable, standards-based programming interface that enables applications to
access operating system security services.

HP NetTop

Another security initiative is NetTop solution. NetTop is based on NSA’s NetTop
research project; it securely delivers multiple network domains on one workstation to
eliminate redundant hardware and to reduce the TCO of high-assurance computing. HP
NetTop is supported by a suite of HP services that tailor HP NetTop to the unique
security needs of clients. NetTop extends the security principles long applied in defense
and intelligence communities into corporate high-assurance computing environments.
NetTop architecture transforms a single workstation into a high-assurance platform
running multiple operating systems concurrently with total domain isolation between
each OS and its attached network. Guest OSes execute in their own isolated “Virtual
Machine” (VM) vault on the HP NetTop, and run the same applications as standalone
PCs. NetTop provides a policy-driven barrier between VMs to prevent data leakage
between security domains. As with all HP products, HP NetTop is backed by a body of
security-certified consultants, a worldwide security solutions delivery and support
team, and HP’s in-depth expertise across today's security landscape, including highly
secure solutions for a number of military and government entities.
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Identity Management Solutions

A fair part of HP security effort is related to data protection through the management of
identity and access rights for data-accessing entities. HP OpenView Identity
Management enables the Adaptive Enterprise with a solution for identity lifecycle
management, which can be adapted to interoperate with the existing security
architectures and is scalable enough to handle the requirements of users. HP Identity
Management Solution is composed of Select Access, Select Identity and Select Federation
products. The Privacy Management Framework, an extension of the Identity
Management Solution currently in development, is the most recent product of the HP
research labs.

HP OpenView Select Access

HP OpenView Select Access provides secure access to enterprise applications and web
services. It provides a unified approach to defining authorization policies and securely
managing role-based access to online resources, greatly reducing administrative cost
and complexity. The intuitive management interface and automated management
capabilities allow administrators to intuitively build access rules and enforce
administrative change control through workflow. Select Access offers robust reporting
and real-time alerting capabilities. Redundant architecture allows the product to scale to
millions of users. The application can be further customized and extended through a
rich set of Application Programming Interfaces (APIs).

HP OpenView Select Identity

HP OpenView Select Identity enables centralized management of user’s identities and
access rights over their complete lifecycle, from the initial registration through approval,
provisioning, ongoing maintenance, termination, and auditing. The product eliminates
the burden of manual provisioning and account maintenance across heterogeneous
business systems and applications, and enforces uniform account policies across all of
the computing resources of the enterprise. The product features automaton of account
provisioning, user self-services, and an unlimited level of delegated administration. The
extensible connector architecture allows for broad interoperability with support for
industry standards such as SPML, XPDL, J2EE, JCA, XML, SSL, and others. Select
Identity also provides numerous options for creating new connections, and supports
both agent-based and agent-less architectures.
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HP OpenView Select Federation

HP OpenView Select Federation allows identities to span systems, networks, and
domains in a secure and trustworthy fashion, thus allowing a user’s personal
preferences and profiles span across the boundaries of the enterprise in a controlled
fashion during cross-entity e-business transactions. HP OpenView Select Federation
allows administrators to expedite the deployment of cross-entity transactions while
maintaining tight control over the nature and quantity of the shared user information.
Select Federation effectively enables extranet identity management, web single sign-on,
and cross-domain identity management without requiring a centralized data repository
or synchronization between repositories. Select Federation is protocol-agnostic and
allows interoperability to be achieved via SAML, Liberty ID-FF, and Liberty ID-WSF.
Additionally, Liberty personal Profile, Liberty Employee Profile, and Liberty Enabled
Client Proxy (LECP) services are provided. Select Federation includes extensive
administrative features that allow for the management of all circle-of-trust relationships
and privacy references.

Privacy Management

Understanding the interrelationship of information security and information privacy
issues, as well as certain contradictions between data sharing and privacy protection, HP
conducts extensive research in the area of information privacy in attempt to gain
leadership in informational privacy technologies, solutions, and practices. In an effort to
introduce the Privacy Management Framework, HP has undertaken a number of efforts
such as supporting the enterprise by privacy-enhancing middleware (including
enforcement of privacy policies, obligation management, and audit and accountability)
and offering privacy-preserving computation, which includes document redaction
integrity and privacy-preserving data mining. Some of the above work is being done
within PRIME, a 4-year, 20-organization research project to research and develop
approaches and solutions for privacy-enhancing identity management.

Additional research comes from HP labs, which have recently published a number of
privacy research papers. In particular, an innovative solution based on an adaptive
privacy management system has been described. In this system (arbitrarily complex)
data structures are retrieved from standard data repositories in such a way that parts of
the data are obfuscated and associated with privacy policies. Visibility of (and access to)
the obfuscated data is adaptive, depending on the requestor, the context, and the
purpose.

Additional research is aimed at the privacy enforcement aspect, particularly relating to
privacy- aware access control and enforcement of privacy obligations. HP Labs work
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resulted in offering policy enforcement models and two proof-of-concept prototypes:
enforcement of privacy policies on personal data by extending HP Select Access, and
management and enforcement of privacy obligations on personal data, integrated with
HP Select Identity.
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Why HP?

Because HP’s technology products and services span such a broad spectrum

across many customer segments, it is uniquely positioned to address the entire spectrum
of IT security requirements for government organizations. No other company develops
the same breadth and depth of technology across all market segments — from consumer
to small and mid-sized businesses, enterprise customers, and the public sector —
spanning so many types of computing devices, protocols, standards, and applications.

Unlike many other security vendors, HP treats security not as a simple commaodity,
device, or application that can be installed, configured, and forgotten. Rather, HP’s
philosophy is that security considerations should permeate every aspect of IT
technology — from the design of systems, applications, and infrastructure to
mechanisms for managing deployment; from the implementation of discrete security
components to the fulfillment of business objectives and the governance of the corporate

policy.

Ad-hoc security implementations often interlock with various components of software
applications, which constrain the flexibility, functional agility, and overall ability to
adapt to changing operational and security requirements. Instead, HP offers a
comprehensive process for managing and evolving organizational IT security. HP’s
Security Framework, which dynamically addresses both multifarious security threats
and changes in operational objectives, is based on HP’s three key technological
investments: identity management, proactive security, and trusted infrastructure. This
foundation allows the delivery of business objectives, mitigating operational risks and
enforcing regulatory compliance.
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Conclusion

The paper described the breadth and the depth of HP involvement with all aspects of
secure computing, starting from security chip, secure hardware, hardened operating
environments, and extending into access and identity management. Given its amount of
expertise, its presence in the OS and server markets, the uniqueness of its product
portfolio, and the scale of its business partnerships, HP is best positioned to offer
comprehensive and proactive solutions for the U.S. Federal market, making the
government IT infrastructures compliant with the most recent security regulations and
guidelines.
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