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Executive Summary

While new database applications and other server workloads continue to be introduced,
tile services remains one of the premier drivers of Windows Server installations.

In larger environments file services continue to deliver high value helping enterprises
manage the growing selection of data types including streaming video, large graphic
files, audio, and others. Recently, several alternatives to the Windows Server File System
have become available claiming superior performance, manageability, and lower total
cost of operations. Due to the intense focus on the new virtualization capabilities
introduced with Hyper-V in Windows Server 2008, most other new features did not
receive appropriate exposure or attention. As a result, competing file services vendors
have continued to enjoy success comparing their offerings to Windows Server 2003 R2.
However, the improvements to the Windows Server Platform from Windows Server
2003 R2 to Windows Server 2008 have resulted in a far more robust operating platform
that delivers better performance and a far more extensive feature set at a lower total cost
of ownership.

This white paper will focus on providing informed comparisons between Windows

Server 2008 file services and competing file service offerings from various storage
manufacturers.

Edison: Operational TCO Comparison — Microsoft Windows Server File System Page 1
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About this Report

Who Should Read This Report

This report will be of greatest value to those engaged in environments that have
experienced “server sprawl” and are now exploring the benefits of server consolidation.
Business and technology decision makers in these large enterprise environments are
being courted by competing storage hardware manufacturers, each of whom is claiming
to offer filer systems delivering services that are superior in features, functionality, and
total cost of ownership to each other and also to the Windows Server platform. These
readers will find a solid foundation for better decision making in this report.

Methodology Overview

As with most solutions, there is no one “best” solution across all possible use cases. This
report examines the key criteria by which business and technology decision makers will
determine which solution best addresses their specific requirements. These include:

Features

Comparing their features to Windows Server 2003 R2, storage manufacturers have been
able to convey what would appear to be a compelling story of superiority. This report
will begin by presenting the new features and functionality introduced in Windows
Server 2008, specifically those that pertain directly to file services. It will then compare
these features head-to-head with features available from alternative providers.

Management

One of the hidden costs of operation, the personnel assigned to manage server and
storage systems varies widely in expertise and range of salaries. We will examine the
tools, the availability of trained and capable personnel, and the overall cost of properly
managing server and storage environments for best performance.

Total Cost of Operation

Server consolidation is undertaken as an effort to reduce costs long-term. The total cost
of operation for a given system starts with the initial investment required to procure the
necessary hardware and software, and then properly install and implement the solution.
It then includes the cost of the real estate, utilities, services, and personnel required to
manage and maintain the solution throughout its useful lifecycle.

Edison: Operational TCO Comparison — Microsoft Windows Server File System Page 2
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Contents of this Report

Business Challenges Driving Consolidation

As many businesses continue to add new users, new applications, and new file service
requirements many have continued to add more servers to shoulder the increasing load.
In some cases, this has been done with insufficient planning resulting in what many
technologists refer to as “server-sprawl.” Now as businesses look to reverse the sprawl
and lower their capital and operating expense, important decisions need to be made
regarding what products will better help them fulfill that mission.

File Storage Technology Overview

To better enable decision-making among comparative hardware and software selections,
it is important to survey what is available in the market and focus on best-of-breed
entries that will deliver value now and in the future.

Microsoft as Provider of File Services

Microsoft has firmly established pre-eminence in the delivery of highest quality file
services in Windows Server. This section examines the development of that market
position and the product introductions Microsoft has made to maintain it.

File Services Improvements in Windows Server 2008

Storage manufacturers who have introduced their own proprietary file services software
seek to replace Windows Server. Much of their comparative marketing focuses on the
features available in Windows Server 2003 R2. This section presents the powerful new
structures, features, and management tools Microsoft has introduced to enhance the file
services value proposition of Windows Server 2008.

NAS Appliance Manufacturers as Provider of File Services

Brief review of the largest storage manufacturers who compete in the file services space.

Head-to-Head TCO Comparison - Windows Server vs. Proprietary Network
Attached Storage (NAS) Appliance Filers

An examination of the initial purchase cost, ongoing operating costs, and other
components of cost leading to an overall evaluation of the total cost of ownership and
relative value propositions available from Microsoft and competitors.

Conclusion

Presents a concluding wrap-up based on the material contained in the body of the paper.

Edison: Operational TCO Comparison — Microsoft Windows Server File System Page 3
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Business Challenges Driving Consolidation

Controlling the growth of networks has always been a challenge, especially in larger
corporate environments. Over the years with the increasing sophistication of corporate
IT departments and the technology available to them, the situation has improved, but
has not necessarily been resolved. Driven by business imperatives, network additions
(referred to as “rogue” implementations) are often implemented quickly with
insufficient planning, sometimes completely without the involvement of the IT
department. One of the areas in which this became most prevalent was the addition of
new servers as new functions with greater capacity requirements were encountered. As
the sheer number of servers in a given company continued to grow, the company was
said to be experiencing “server sprawl.”

Today many of these companies are consolidating the functions of many of these servers
into fewer physical servers by using technologies such as server virtualization to run
multiple server sessions within each unit. This is mainly driven by the realization that
there are many direct though not necessarily obvious, additional operating costs
engendered in having all of these servers including;:

Reduced Management Requirement

Having fewer physical servers also means having fewer servers to manage and support.
It could also be argued that the degree of management required is more closely tied to
the number of server sessions that are run, but when you consider that monitoring,
patching, fault isolation, and similar management functions truly are based on the
number of hardware devices, it stands to reason that fewer hardware devices will
engender fewer hardware failures overall and therefore require less management and
support time.

Electrical Power Consumption

Recent studies demonstrate that the cost to power a typical server for its three-year
useful life is several times the initial cost of the server hardware itself. Clearly, reducing
the sheer number of servers being used dramatically reduces overall operating expense.
Especially in a time when there is a laudable effort toward “green” computing, the value
of this reduction in number of servers goes beyond the expense consideration.

Edison: Operational TCO Comparison — Microsoft Windows Server File System Page 4
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HVAC { High-Volume Air Conditioning

It is said that personal computers are comfortable where persons are comfortable. Not so
with servers and storage. With high densities of storage media, increased memory,
clustered processors, and tighter form factors, servers require significant cooling to
continue functioning properly. The power required to cool the data center is generally
considered to be equal to the power required for the devices in it. This fact is also
driving the move to consolidation.

Physical Plant - Real Estate

Best security practices require that servers be inaccessible to unauthorized personnel, so
they are usually kept in a designated facility or datacenter. As the sheer number of
servers grows it becomes more and more difficult to physically accommodate them. As
companies are downsizing in an effort to reduce real estate expenses this consideration
actually drives those costs upward.

Conclusion

Simply based on these few criteria, plus the elimination of the expense of replacing
servers that have been removed it is clear (and really no surprise) that companies can
enjoy significant operating expense reduction by consolidating functions and reducing
the number of servers in their network. Capital expenditures may not necessarily enjoy
similar reduction, as there will be the need to provide additional CPU, memory, storage,
and other capacities. As an example, the “snapshot” feature available from many storage
system vendors creates quick, small replicates of data volumes at a given point in time.
While these consume very little storage, restoring one will require the availability of at
least twice the storage consumed by the original data to accommodate both copies. This
means that storage will need to be significantly over provisioned to permit this
functionality.

Edison: Operational TCO Comparison — Microsoft Windows Server File System Page 5
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File Services Technology Overview

Network Attached Storage

New options were presented with the introduction of Network Attached Storage. These
dedicated storage servers, offered as completely self-contained appliances, consist of a
“head” or “controller” or “gateway” that manages input/output between the network
and the attached storage. The storage is usually configured as a Redundant Array of
Individual Disks (RAID) and an Ethernet connection, and utilizes file-level protocols
such as CIFS and NFS. Caching is usually provided by onboard RAM.

The NAS device resides directly on the network, attached via its Ethernet connector
(increasingly 10 gigabit Ethernet). It is not connected to a specific file server but rather is
accessible to all file servers and other nodes on the network.

? %D Ol UU»

Several manufacturers of NAS appliances have introduced their own proprietary file
services software, or filers, to run on the head or controller unit of their device instead of
Windows Server. They reason that customers will prefer a “one-stop-shop” experience
and the advantages of “unified storage management.” At the same time they make great
effort to emphasize that their file services products are compatible with and integrate
well with Windows.

There are several reasons why using the storage manufacturer’s own “filer” may not be
preferable.

Relative Hardware Cost

Recent studies have demonstrated that a NAS solution featuring front-end control using
server-class hardware from a leading manufacturer of general purpose servers will cost
significantly less than a similarly configured appliance from a leading storage
manufacturer.

Relative Licensing Cost

While an initial comparison of licensing costs between Windows Server 2008 and storage
manufacturers’ filer software may suggest lower costs for the latter, an examination of
the many different features and utilities reveals that most are charged for separately by
the storage manufacturers, leading to a higher overall cost of acquisition.

Edison: Operational TCO Comparison — Microsoft Windows Server File System Page 6
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Integration of Features & Utilities

Many of the comparisons made by the NAS storage appliance manufacturers focus on
comparing their filer software to Windows Server 2003 R2. Windows Server 2008
introduced a raft of new functionality not found in the earlier version, much of which
significantly changes the comparison between Windows Server and the storage
appliance filers.

File Services Management Features & Ultilities

To enable a more informed comparison, here are some of the key features the filers offer,
followed by a table which compares each to Windows Server.

Replication

In the sphere of file services, replication achieves greater data accessibility and
protection through redundancy by making a copy of each data entity on multiple hosts.
As an example of the concept, Microsoft Groove establishes its own storage volume,
called a “groovespace,” on each member’s local computer storage. Whenever any
member of the groovespace stores files in the groovespace, Groove replicates it to all
other members’ copies of the groovespace on their local computer storage. When a user
accesses a file they receive it immediately from local storage. Should any member’s copy
be destroyed they need only re-establish their connection to the network, authenticate
themselves, and access the groovespace which will then replicate from other copies
currently available on the network.

Snapshot

As the name suggests, snapshot technology captures the actual state of a given storage
unit at a given point in time and records it on disk: if data becomes lost or corrupted it
can be quickly retrieved from the most recent snapshot. While some snapshot providers
create a full duplicate of the current data on disk, thus effectively doubling the storage
requirement, many perform a “pointer” snapshot that records an index of current data
locations which may consume as little as a third of the original data space..

Thin Provisioning

Thin provisioning allocates disk space in a flexible way based on minimum
requirements, so while a given device may only be using a portion of its assigned disk
capacity, thin provisioning makes the remainder available to other network hosts as well
as the actual physical one. Standard provisioning anticipates growth and increasing
complexity by over-allocating space.

Edison: Operational TCO Comparison — Microsoft Windows Server File System Page 7
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Data Integrity & Backup

To avoid loss of data due to equipment failure or other disaster, data is routinely copied
from its primary storage location onto other media which may include disk, tape, or
optical drives. These devices can be locally or remotely accessed over private wide area
networks or over the Internet

Deduplication

Most storage systems contain many copies of the same files, stored in several locations.
Since the contents of these files are the same, reducing redundancy through a process
called deduplication can result in significant storage space savings. Deduplication can
occur during backup or on active data. During the backup process, duplicates of data
entities may be removed. This can occur inline as part of the data backup process, at
which point the process is completed. Post-process deduplication speeds the actual
backup by waiting until it is completed and then performing deduplication, creating a
longer overall process. Deduplication of active data is performed by the storage
management software on the storage systems.

Vendor Feature Comparisons

Thin Backup
Vendor Replication | Snapshot | Provisioning | Options |Deduplication

Celerra IP SnapSure | Yes, foriSCSI, | NDMP (v1, | Only in
Replicator (NASand | NFSand CIFS | v2, v3, v4) combination
(asynchronous), | iSCSI), with EMC
MirrorView SnapView DiskXtender or
(synchronous (FC LUNSs) Centera
and
asynchronous),
SAN Copy
Microsoft | DFS Replication | Volume Windows Extensive

— a feature of Shadow Server selection of
Windows Copy Backup —a | third-party
Server 2008 Service feature of deduplication

(VSS) —a Windows tools

feature of Server 2008

Windows

Server Microsoft

2008 System

Center Data
iSCSI Protection
Snapshots Manager
2007

Edison: Operational TCO Comparison — Microsoft Windows Server File System Page 8
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Thin Backup
Vendor Replication Snapshot Provisioning | Options |Deduplication

NetApp Synchronous Yes (FlexVol, | NetApp A-SIS
and NetApp FlexClone) SnapVault | deduplication
asynchronous Snapshot available;
replication via NDMP
SnapMirror

Edison: Operational TCO Comparison — Microsoft Windows Server File System Page 9
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Microsoft as Provider of File Services

Microsoft

Founded in 1975, Microsoft has been responsible for a continuing series of technology
product introductions that have shaped personal computing and changed the world.

Market Position

One of the largest and most successful companies in business today, Microsoft invests
heavily in Research & Development and focuses on constant innovation through a
combination of key acquisitions and ongoing product improvement and diversification.
These investments have translated into a pre-eminent position in operating systems,
applications, development platforms, and other key information technologies.

For customers this translates into a developing story of tight interoperability,
compatibility, and extensive availability of training, support, and management
resources.

NAS Appliance Manufacturers as Provider of File
Services

Several manufacturers of storage subsystems have recently introduced their own
proprietary operating systems to provide file services directly from the “head” or
processing unit that coordinates the activities of their network attached storage systems.
Some have claimed that their file services and the management and utility software they
provide with them are a better choice than Windows Server.

A review of those claims demonstrates that they are continuing to compare their
offerings to Windows Server 2003 R2 and not to the more robust and extensive
capabilities in Windows Server 2008. To update this comparison we will first examine
the improvements to file services from Windows Server 2003 R2 to Windows Server
2008 and then we will do a feature comparison between Windows Server 2008 and the
NAS Appliance manufacturers” own “filer” solutions, both from a functional as well as
from a cost perspective.

Edison: Operational TCO Comparison — Microsoft Windows Server File System Page 10
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File Services Improvements in Windows Server 2008

File & Print Services - Still Among the Leading Reasons Windows
Server is Deployed

By the time Windows Server 2000 was introduced, the Microsoft file & print services
platform had already eclipsed other offerings to become the pre-eminent choice of
companies from every market segment. Today, millions of small to medium-sized
companies worldwide depend upon Windows Server 2003 and Windows Server 2008 to
manage the storage, accessibility, and security of their highly valuable data assets. With
the largest contingent of third-party independent software vendors (ISVs) creating
utilities and applications for it, Windows Server enjoys far greater acceptance and
support than any competitor as the pre-eminent provider of fundamental file services.

Windows Storage Server 2003 was offered as a separate product designed to facilitate
networked storage access and provide advanced file service functionality. The Microsoft
product overview introduced Windows Storage Server 2003 R2 as follows:

“Windows Storage Server 2003 R2 is a dedicated file and print server based on Windows
Server™ 2003 that is designed for dependability, seamless integration, and best value in
networked storage. Windows Storage Server 2003 R2 integrates with existing
infrastructures and supports heterogeneous file serving as well as backup and
replication of stored data. Windows Storage Server is also an ideal solution for
consolidating multiple file servers into a single solution that enables cost reduction and
policy-based management of storage resources.

Windows Storage Server 2003 R2 includes advanced availability features such as point-
in-time data copies, replication.1 and server clustering. Because Windows Storage Server
2003 R2 solutions are preconfigured, they can be deployed out of the box in minutes,
and the web-based user interface makes management easy. Windows Storage Server
2003 R2 integrates with existing infrastructures, so enterprises can make full use of
commonly-used network environments and standard management software, as well as
the Active Directory® service. Preconfigured Windows Storage Server 2003 R2 solutions
are available from original equipment manufacturers (OEMs) in sizes ranging from a
few hundred gigabytes (GBs) to several terabytes.”

This became the model against which storage manufacturers continue to compare their
offerings for Windows file services, right up to the time of this writing.

Edison: Operational TCO Comparison — Microsoft Windows Server File System Page 11
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Comparing Windows Server 2000/2003 to Windows Server 2008 in the
Context of File Service Enhancements

With the introduction of Windows Server 2008, Microsoft acknowledged that what had
once been considered “advanced” storage services now had to be considered
fundamental to any quality file server. They signaled this to the market by incorporating
Storage Server as part of the File Services role in Windows Server 2008. Improvements in
the File Server role go dramatically beyond the capabilities of the Storage Server
product.

Distributed File System

What users see does not always have to reflect what is actually happening. A DFS
namespace is one good example. The namespace looks to the user like a single shared
folder with subfolders. It actually consists of multiple shared folders which are often
located on different servers. This is especially helpful in low-bandwidth environments
when coupled with the replication services available in DFS, which replicates and keeps
folders synchronized between servers.

New in Windows Server 2008 is access-based enumeration, which only permits users to
see files and folders on a file server they have permission to access. Other new features
include improved command-line tools to help diagnose problems with namespaces, the
ability to search for folders within namespaces, and increased scalability thanks to the
inclusion of domain-based namespaces.

Servers that have been offline for extended periods may often overwrite fresh data when
they come back on line. A new Content Freshness feature in DFS Replication prevents
that from happening. DFS Replication in Windows Server 2008 also includes
improvements in how unexpected shutdowns are handled, which substantially
foreshorten the time the server takes to recover. Initial synchronization and ongoing
replication are considerably faster in the current version as well. In terms of
performance, the following table illustrates some key DFS replication improvements:

Windows Server 2003 R2 Windows Server 2008

Multiple RPC calls RPC Async Pipes (when replicating with
other servers running Windows Server 2008)

Synchronous inputs/outputs (I/Os) Asynchronous I/Os

Buffered 1/Os Unbuffered I/Os

Normal Priority I/Os Low-Priority I/Os (this reduces the load on
the system as a result of replication)

Four concurrent file downloads 16 concurrent file downloads

Edison: Operational TCO Comparison — Microsoft Windows Server File System Page 12
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DFS Management improvements in Windows Server 2008 include a new diagnostic
Propagation Report, the ability to force immediate replication, and support for read-only
Domain Controllers.

File Server Resource Manager

Greater and more granular control of folder attributes such as maximum folder size and
the file types that can be stored in a given folder are provided by File Server Resource
Manager. A snap-in for the Microsoft Management Console (MMC), the File Server
Resource Manager also produces useful reports that track quota usage, file screening
activity, and also storage use patterns.

This is of tremendous value to IT administrators who need to distribute resources more
effectively, block specific file types out of network storage, and create reports that can
help them get a better handle on how server storage resources are being used.

Windows Server Backup

Daily server data backup and recovery are now handled by Windows Server Backup,
which completely replaces the previous ntbackup.exe utility available in earlier
Windows versions with new backup and recovery technology.

A Microsoft Management Console snap-in, the Windows Server Backup feature of
Windows Server 2008 can back up a full server, including all volumes, or specific
volumes can be selected to back up. You can choose to recover entire volumes or just
specific folders, files, or the system state. Should a hard disk fail, or some other disaster
occur, Windows Server Backup enables complete system recovery onto new hardware.

The Windows Server Backup MMC snap-in can be used locally or remotely, and features
scheduled automatic backups. The built-in scheduling wizard guides administrators
through schedule creation and includes System Volumes automatically. By using
Volume Shadow Copy Service (VSS) and block-level backup technology, Microsoft has
made Server Backup much faster than before, especially when incremental backups are
configured after the initial backup, updating only changes that have occurred since the
previous backup.

Restoration has also been improved and simplified. Delays engendered by earlier
incremental backup technology has been completely re-engineered so you now only
need to specify a particular file or folder and the date of the version you wish to retrieve.
Recovering your operating system is also easier in Windows Server 2008. If the original
server hardware has failed, you can now recover to a similarly configured unit.

Edison: Operational TCO Comparison — Microsoft Windows Server File System Page 13
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Windows Server Backup also uses built-in VSS capabilities in Microsoft SQL Server to
help protect valuable application data.

To support moving backups offsite, support for removable media has been enhanced,
including the ability to manually back up to optical media and DVDs. Storage media
provisioning and planning is also facilitated to assure achievement of recovery time
objectives.

An important consideration for administrators is the inclusion of extensive command-
line support and a collection of Windows PowerShell scripts that can be modified for
custom scripting.

Services for Network File System

Many environments, especially large enterprises, include both Windows and UNIX.
Services for Network File System (NFS) allows file transfer between Windows and
various versions of Unix, including Sun Microsystems Solaris version 9, Red Hat Linux
version 9, IBM AIX version 5L 5.2, and Hewlett Packard HP-UX version 11i. A new file
filter driver helps to reduce common file access latency.

Active Directory account lookup improves identity management in the UNIX
environment by including user identifier (UID) and group identifier (GID) fields,
enabling Windows-to-Unix user account mapping lookup directly from Active Directory
Domain Services.

Storage Manager for SANs

Storage Area Network (SAN) Administrators whose disk drive storage subsystems are
compatible for Virtual Disk Services (VDS) will find it much easier to manage storage
allocation, as will those with iSCSI storage subsystems.

A Microsoft Management Console (MMC) snap-in, Storage Manager for SANs manages
SAN storage allocation by creating Logical Unit Numbers (LUNSs) on Fiber-Channel and
iSCSI subsystems and managing connections to the SAN.

Self-Healing NTFS

By working to correct NTFS file system corruption online, Self-Healing NTFS reduces
the need to use intrusive, time-consuming utilities like chkdsk.exe, saving
administrators significant time and aggravation and providing increased availability.

Edison: Operational TCO Comparison — Microsoft Windows Server File System Page 14
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Symbolic Linking

Another aid to UNIX interoperability, Symbolic Linking allows file system objects to
point to other file system objects. While they appear to the user to be normal files and
directories, these links aid in the migration and compatibility of applications from the
UNIX operating system.

Edison: Operational TCO Comparison — Microsoft Windows Server File System Page 15
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Head-to-Head TCO Comparison
Windows Server vs. Proprietary Filers

Hard vs. Soft

When evaluating the total cost of operation (TCO) for the sake of comparing one
approach or one technology against another, it must be observed that the final estimate
is derived from a combination of hard and soft factors.

Hard costs, such as the initial investment in hardware and software, are easy to evaluate
since prices are empirical values. It is when we begin to calculate the relative cost of
such things as operating personnel, power consumption, physical plant cooling, and
management time and attention that the hard data gives way to soft estimates. For this
reason, any direct TCO comparison will remain, to some extent, open to interpretation.

Elements such as “productivity gains” or “increased efficiencies” must be considered to
be very “soft” in nature. It is difficult to identify whether or not the selected technology
was the sole or even a major influencer in the generation of these gains.

In real terms this comparison is between hardware providers and Microsoft. We will
first examine the highly predictable costs of acquisition and installation/implementation
services, and then examine the ongoing operational and management costs that
constitute the majority of the total cost of ownership.

Comparing Acquisition Costs

Hardware

A recent study ! demonstrated that a Windows-qualified network-attached storage
solution from a full-line provider cost as much as 47.45 percent less than a similar
appliance from a storage-specialized vendor.

At the same time, it should be noted that it is not the intent of this paper to suggest that
Network Attached Storage is superior to Directly Attached Storage, or vice versa. Each
of these strategies clearly has its place. In fact, a DAS solution especially intended to
support file services may easily be the consistent preference in terms of initial
investment, ongoing management costs, and return on investment. Beyond the
hardware acquisition costs, this comparison would also need to include an assessment

'DMG —Improving the Economics of Large-Scale Data Storage, Nov. 2008
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of the cost of involving the storage management group within IT to a solution which has
traditionally been managed by the NOS support group alone.

To a great extent, NAS solutions enjoyed early success because, at that time, DAS
solutions were significantly limited in terms of capacity and potential for growth. Over
the past several years the cost per gigabyte of storage has dropped substantially and
technology has emerged which allows network managers to dynamically add more
storage to an existing DAS server without requiring downtime. These solutions can be
very price competitive when compared to NAS appliances, and in a file services
environment the DAS solution may indeed be the lower-priced, lower-cost preference.

Software Licensing

Simply comparing prices for similar configurations between a storage manufacturer’s
tile service solution and a Microsoft Windows Server 2008 solution will not tell a
complete tale of the comparative cost of operating each. As an example, Microsoft has
established a fairly consistent pattern of introducing new technologies as separate
products and then folding them into larger products, especially servers, in the next
product cycle. NAS Appliance vendors break out a very granular list of feature-adding
“products,” each with its own separate price tag.

Another area deserving careful comparison is the area of license renewal. Many
Microsoft products have permanent licenses while others offer multi-year use before
they must be renewed. Still others are billed annually. Most of the storage
manufacturers we examined have broken out their features and sub-features into a long
list of products, each of which must be licensed separately and renewed annually.

The following table lists various key components of a comprehensive file services
environment. It then compares and contrasts the availability of each of these
components and an approximation of available pricing for each component. Care should
be taken to note which services and features are incorporated into each product.

Edison: Operational TCO Comparison — Microsoft Windows Server File System Page 17
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Windows | Windows NetApp EMC
Server 2008 | Server 2008| NetApp Filer Filer
Features Product License Product License | EMC Product License
Comparison Name Price Name Price Name Price
Base Price  |WinSvr 2k8 |$749.00 OnTap $849 DART Bundled
File Services into HW
Price
Snapshot VSS $-0- Snapshot $265 SnapView $2,692
Replication |DFS-R Included SnapMirror |$17,670 |Replication $4,039
Manager
Clustering |Windows |Included |Uses Uses Windows
Clustering Windows Server 2008
Server 2008 Clustering
Clustering
Active Included Included |Compatible Server
Directory — requires Configuration
Windows Manager for
Server 2008 Active Directory
— requires
Windows Server
2008
Encryption |Included |Included |DataFort $17,000 |PowerPath Included
NFS Included Included NFS $2,167 |Included Included
software (T1)
CIFS Included Included Included Included |Included Included
Symbolic Included |Included |Not Not Available
Linking Available
Self-Healing |Included  |Included |Not Not Available
NTES Available
BackUp Included or |Included VTL $12,749 |NetWorker $4,447
numerous
3rd Party
Alternatives
Multipath ~ |Microsoft |Included |Active- Included |MPFES Included
High Cluster Active
Availability |Server with Controller
Active/
Active
Virtual Virtual Disk | Included MultiStore  |$7,649 Virtual Volume |Included
Storage Service
Appliances
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Comparing Ongoing and Other Costs

Acquisition costs are a one-time event and, as such, are highly predictable and
controllable. The challenge in budgeting and planning is in anticipating the ongoing
operational costs of a given environment. These often constitute upwards of 80% of the
total cost of owning that environment.

This challenge must be counterbalanced against the potential return on investments in
new technologies. Many IT managers observe the idiomatic rule “if it isn’t broken, don’t
fix it” much to their benefit.

There are fundamentally two arguments which must be considered when determining
whether or not to consider moving to alternate file services provided by a storage
vendor:

o Is there justification for moving to a Network Attached Storage (NAS) solution at all?

e Assuming there is justification for moving to NAS, are there savings available in
moving to something other than the Microsoft Windows Server environment that
can offset the short and long term costs of such a transition?

Cost of Not Transitioning

Before we undertake an examination of the costs of transition, the opportunity for
benefit requires that we examine the cost of not transitioning.

Drivers to NAS have changed

Network Attached Storage (NAS) devices were initially introduced to solve the
challenge of expanding available storage to a given server or servers beyond the
capacity of servers with directly attached storage (DAS). With current technology, a
general-purpose server can be configured with upward of 45 terabytes of directly
attached storage at far less expense than a NAS device with comparable capacity. This
eliminates the potential cost of insufficient expansion capability formerly engendered in
DAS-based environments.

Advanced Functionality

All of the useful advanced functionality available in a NAS solution is also available
from less expensive DAS implementations as well. As an example volumes may be
configured across multiple servers to accommodate large volume requirements. This is
completely transparent to users. The Microsoft Windows Server 2008 environment
provides all of the required technologies, as seen in the Features Comparison earlier in
this paper.

Edison: Operational TCO Comparison — Microsoft Windows Server File System Page 19



MEDISON
Group

Cost of Transitioning

It is important to point out that while some of the costs of transition will be immediately
apparent, there are other less obvious costs that will continue to be engendered many for
the entire useful lifecycle of the infrastructure.

Installation Costs

Foremost among the predictable costs are the costs of installing and implementing new
infrastructure technology. Unless a business case can be made that clearly demonstrates
savings beyond the acquisition costs and these installation and implementation costs
there is no reason for further analysis.

Due to the extensive presence of Microsoft solutions, skill sets needed for the
implementation, integration, and ongoing management and support of Windows Server
have become significantly more available than for other platforms and system
standards. These services are most typically delivered by “channel partners” who
undergo training and certification by the manufacturers to assure greater consistency
and quality. By way of comparison between Microsoft and two of the premier NAS
manufacturers:

- Number of Channel Partners in the United States Listed
Provider OOw3l I PUw?/ HoWwGIl BEWHPOQEEUO

NetApp 50 (listed on www.netapp.com as of May 2009)

EMC 1,163 (listed on www.emc.com as of May 2009)

Microsoft 82,661 (listed on solutionfinder.microsoft.com as of May 2009)

As with anything that comes into greater supply, the demand may remain constant but
then the perceived value is reduced. As such it is not only easier, it is also significantly
less expensive to obtain Windows Server skills than it is to obtain those needed to
implement storage manufacturer solutions. In fact, in many markets the only available
resource may be the manufacturer’s own services organization. As a result, rates for
these services are often inflated.

Data Migration Costs

By far the largest cost of transition both from a financial and time consumption as well
as a risk-mitigation perspective is the migration of data. The data must be normalized,
catalogued, and quality-controlled at every step in the process to assure no loss of
critical data.
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Cost of Integration

The introduction of non-standard technologies into an existing infrastructure brings new
complexities which inherently bring new costs and risks. One of the rules of process
control is that each linkage in a process brings another point of potential failure.

Extra Layer of Integration

Much of the marketing collateral for various NAS and other file systems claim that their
solutions integrate with Microsoft Active Directory. Bear in mind that the word
“integrate” is then open to interpretation. The fact that one can manipulate code to effect
some level of integration does not guarantee how tightly coupled the integration will be,
nor how much effort will be required to effect it.

Group Policy Management

Since Active Directory and policy-based management are now ubiquitous in most
environments any new technology under consideration must be evaluated closely and
carefully to determine if the introduction will create new process requirements to
achieve management of the environment.

Security and Identity Management

With Active Directory being so integral to the management not only of the network
resources but also to the authentication of the identity and rights of users and other
security concerns any other vendor must be able to demonstrate that their technology
does not interfere with this security, nor are new tools required to maintain
effectiveness.

Cost of Management and Ongoing Operations

A survey of the storage manufacturers” websites will demonstrate that most claim
complete compatibility with Microsoft Windows Server Management consoles,
including System Center and MMC. Most offer their own alternative as well. This raises
a critical integration question. Given that skill sets for the operation of Microsoft
management tools is far more available and less expensive than training or hiring
sparsely available resources trained on the manufacturers’ proprietary tools, it stands to
reason that utilizing Microsoft’s tools will offer more flexibility and more business
agility than trying to hire away someone else’s trained personnel.

Microsoft’s commitment to innovation also plays a role here. Even from Windows
Server 2003 R2 to Windows Server 2008 we have seen tremendous advances in
management consoles and tools, as described earlier in this report. Not only does this
offer greater granularity of management capability, it also provides far greater
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scalability and extensibility as business needs and the technologies to fulfill them
continue to emerge.

Personnel Costs

As demonstrated earlier, personnel experienced with proprietary appliance vendors’
solutions will be more costly than those certified in Microsoft technologies. The only
alternative to this is to provide additional training to existing personnel which will bring
with it the attendant lost productivity, costs of training, and other HR implications.

Loss of Control - Separation of Control

Introduction of file services provided by a storage manufacturer will likely result in the
requirement to have those file services managed and controlled by the storage
management personnel who function separately from network and server management.
This results in immediate disconnects and new coordination requirements which are
often prone to failure.

Management Cost

The introduction of proprietary management tools from the appliance manufacturers
unavoidably adds addition layers to the management system, each of which introduces
new opportunities for failure. In addition, most of these management tools simply
duplicate functionality already provided within the Microsoft Windows Server
management instrumentation.

, PEUOUOI Uz Uw1O0EUUOw, EOET 1 O O0w/ OEUI OUO
Microsoft provides a family of management solutions called Microsoft System Center to

help companies proactively plan, deploy, manage, and optimize their servers and data
storage facilities. This powerful suite is designed to respond directly to the challenges
companies face in building and improving their IT infrastructure while under constant
pressure to control costs, deliver on aggressive service level agreements, ensure

regulatory compliance, and maintain the agility to respond to the constantly changing
requirements of the business.

Most important when comparing Windows Server 2008 to NAS-manufacturer-produced
file systems is that all of these tools and utilities are fully and tightly integrated with the
Windows Server 2008 operating system. This is one of the most powerful drivers for this
decision and must be weighed in the context of the time it would take to assemble such a
suite to support another platform. Microsoft demonstrates a clear advantage here.
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In their white paper “Controlling Costs and Driving Agility in the Datacenter —
Optimizing Server Infrastructure with Microsoft System Center,” 2 Microsoft identifies
five key process areas on which management attention must be focused:

1. Server Deployment and Upgrade

The automation of the configuration and deployment of servers is a key issue for any
upgrade to a datacenter infrastructure. In addition, the ongoing maintenance of
servers through patch and update management demands capabilities that can
integrate and automate processes for both physical and virtual servers.

2. Virtualization Management

The challenges of server infrastructure management extend to both physical and
virtual environments. Virtualization management includes planning, deploying,
managing, and optimizing the virtual infrastructure. As a greater proportion of the
datacenter becomes virtualized, management of these environments becomes an
increasingly important requirement when planning and deploying upgrades.

3. Application Monitoring

Line-of-business application monitoring is an especially important component of
successful datacenter deployments. Granular monitoring, discovery, and reporting
tools are the keys to ensuring the ongoing health of business applications supported
from the datacenter.

4. Data Protection and Recovery

From vital corporate e-mail in Microsoft® Exchange Server 2007 to the data that
drives decision making in Microsoft SQL Server™ 2008, the protection and recovery
of server-based data is key to the success of organizations as they transition to a
dynamic IT infrastructure.

5. Compliance and Security Audit Information

One of the most difficult pressures that IT organizations face is to keep datacenter
servers running efficiently while adhering to increased security and regulatory
requirements.

2 http://download.microsoft.com/download/c/9/d/c9d58d7e-cOe3-4d32-81c5-
5163a84bd923/SC_Ent_Server_WP.pdf
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To accomplish this, Microsoft provides a wide array of interactive management
products that are comprised within the System Center:

e Microsoft System Center - Configuration Manager 2007

System Center Configuration Manager comprehensively assesses, deploys, and
updates servers, desktops, and devices—across physical, virtual, distributed, and
mobile environments. Optimized for Windows and extensible, it is the best choice
for gaining enhanced insight into and control over IT systems.

e Microsoft System Center Operations Manager 2007

System Center Operations Manager is the end-to-end service-management product
that is the best choice for Windows because it works seamlessly with Microsoft
software and applications, helping organizations increase efficiency while enabling
greater control of the IT environment.

e Microsoft System Center Data Protection Manager 2007

System Center Data Protection Manager is the new standard for Windows backup
and recovery, delivering continuous data protection for Microsoft application and
file servers using seamlessly integrated disk and tape media. System Center Data
Protection Manager enables rapid and reliable recovery through advanced
technology for organizations of all sizes.

e Microsoft System Center Virtual Machine Manager 2007

System Center Virtual Machine Manager provides a straightforward and cost-
effective solution for unified management of physical and virtual machines,
consolidation of underutilized physical servers, and rapid provisioning of new VMs
by leveraging the expertise and investments in Windows Server technology.

e Microsoft System Center Capacity Planner 2007

System Center Capacity Planner is a pre-deployment capacity-planning and post-
deployment change-analysis solution for Microsoft Server offerings, including
Exchange Server 2007, Windows SharePoint Services 3.0, and Office SharePoint
Server 2007 (and soon, System Center Operations Manager). It provides the tools and
guidance to deploy servers efficiently while planning for the future by allowing for
“what-if” analyses.

e Microsoft System Center Service Manager

A new Microsoft System Center product, System Center Service Manager is being
designed to meet the needs of the modern IT Help desk. By providing powerful new
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capabilities for incident, problem, asset, and change management, System Center
Service Manager will support organizations as they seek to improve the service they
provide to their users.

e Microsoft System Center Essentials 2007

System Center Essentials is specifically designed for midsize businesses (up to 500
desktops and 30 servers). System Center Essentials provides a unified management
product that enables IT pros in midsize organizations to proactively manage their IT
environment with increased efficiency.

e Microsoft System Center Mobile Device Manager 2008

System Center Mobile Device Manager is a flexible, end-to-end product for single-
point access of LOB applications and corporate data on Windows Mobile® 6.1
devices. System Center Mobile Device Manager provides secure access to sensitive
corporate data on Windows Mobile 6.1 devices in a seamless manner, resulting in a
positive user experience.

e Microsoft Application Virtualization 4.5

Microsoft Application Virtualization 4.5 (formerly SoftGrid® Application
Virtualization) allows the flexibility to control virtual application interaction.
Administrators wanting to consolidate virtual environments and enable faster, easier
administration can use the product’s Dynamic Suite Composition, which sequences
and manages packages for middleware applications separately from the main
application. 3

Performance Considerations

One of the other key concerns for forward-looking technology managers is integration.
The Microsoft ecosystem continues to expand, offering new functionalities, new
services, and new value. There may be some penalty in not paying sufficient attention to
integrating management solutions wherever and whenever possible. Small initial
investment gains, if any, will quickly be exceeded by these.

3 From Microsoft brochure “Dynamic IT Management with Microsoft System Center”
http://download.microsoft.com/download/F/2/B/F2B40C27-C2D2-48E5-A030-
51781D45654E/SystemCenter_Brochure.pdf
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Conclusion

Based on a review of the offerings available from the manufacturers who have entered
the market, we conclude that there are many excellent storage subsystems to select from
that will deliver substantial value. Many may claim to have become more software
companies than hardware companies. None of these manufacturers, however, can
compete in that specific discipline with the acknowledged, proven market leader,
Microsoft, in delivering software value that includes the industry-standard in file
services, Windows Server.

When determining how to best fulfill the service level agreements they have committed
to, IT managers must pay close attention to the true intrinsic value of the intellectual
property they invest in.

Hardware choices remain highly deterministic and empirical; one can compare and
contrast the performance specifications of one unit against another, crosscheck that
against price and lifecycle operating cost, and make an informed decision.

Software, however, remains a far more complex and subjective decision that goes
beyond price tags. Which software product will deliver more of the desired features and
functionality than others? Which will be easier and less expensive to train personnel in
its use? Which will be more readily maintained? For which can greater support be
obtained? Many questions pertain.

Experienced IT managers work to reduce the number of different platforms and
products in their environment to enhance their management capability. Appropriately,
not wanting to hazard their production environment on mere claims of superiority, they
tend to trust proven performers over time. They seek to invest in intellectual property
that will maintain and grow its intrinsic value through continued research and
development investment by its producers. Microsoft’s R&D investments continue to far
exceed those of all of its competitors combined. As such, IT managers who wish to
minimize the variety of supported technologies in their environments will continue to
trust and depend upon Microsoft for reliable performance.
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